Actividades que debe realizar para comprobar si su IP esta en lista negra.

Primero que nada necesita usted saber la IP de su conexion (si es que no logra identificarla en el correo que se le regresd),
para obtenerla ingrese en este link: http://sinfin.net.mx/ip/
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La direccion IP de su conexion es:

187.234.50.164

Servicio proporcionado por
Sinfin Web

Ahora debera abrir otra ventana e ingresar a este link: http://www.kloth.net/services/dnsbl.php. En el recuadro gris debe
anotar los nimeros de su ip incluyendo los puntos, se sugiere copiar y pegar; pulsar el botén Look it up, sélo debe esperar
unos momentos en lo que el sitio procesa la informacion y muestra los resultados:

Multi DNSBL-check: look up an IP address in DNS blackhole lists

Chedk an IP wd internet address against a selectad number of comman public DNS-based bladihole lists to see if itis blacklisted az a public spam source (alzo called Molti-DNSBL or Multi-RBL
mail abuse by UBE/ICE spam.
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... here iz the Multi-OMSEL-check result for 187 23297 68 [d=l-187-222-97-68-dyn prod-infinitum.com. m:x] from these lists :

Mot listed in spam.abuse.ch, dnsbl.abuse.ch po19@seq

Mot listed in cbl.abuzeat.org, chl.abuseat.org poS seq

Mot listed in dnsbl.ahbl.org, v ahbl.org poseq

Mot listed inirchl.ahbl.org, v ahblorg (180168 seq

Mot listed in wirbl.dnsblbit.nl, wirbl.bit.nl po198seq

Mot listed in dnsbl.inps.de, dnsbl.inps.de poseeseq

Mot listed in ix.dnsbl.manitu.net, v dnsbl. manitu.net’ poiEseq
Mot listed in dnshl.zorbz.net, v nl.sorbes net pooi2 seq

Mot listed in bl.sp ibal.arg, wam.sp ibal.org poO0S seq
Mot listed in blspamecop.net, veww.spameop.net pO2T1sed

Mot listed in sbl.zpamhbaus.org, wew.spamhbaus.orgéfzbli pozsed

Mot listed in =blspamhaus.org, wewy.sp amhaus. orglzb i POXS seq
Listed in pbl.spamhauz.org, weww.spamhaus.orgfpbld : 127.0.0.11 : hitpthananspamhauz.orgfquendbl?ip=187 232 97 62 - (#1:900) pOHGseq
Mot listed in dnsbl-1.uceprotect. net, v ueeprotect. net po00sseq
Mot listed in dnshl-2 uceprotect net, wean uceprotect. net pooos seq
Mot listed in dnsbl-2.uceprotect. net, v uceprotect. net po00Sseq
Mot listed in dbawpblinfo, vawwwpbl.info P00 sed

Mot listed in list.dn=wl.org, v, dnswl. org pOKS seq

Statistics:

18 checks performed in 12 282 seconds,

Found 1 listed, 17 unlisted in this collection of DNSBLs.
Flease note, that dnswd.org is a whitelist not a blacklist.

What to do, if 'wour IP address iz listed™
Since these lists are doing their work carefully, there is a very strong evidence that'yeur IP address is associated with spam activity. Clean your enviranment or have your ISP to clean his envire
If your receipient's mail server is rejecting wour mails by uzing one of theze DNSBLs, you may additionally approach your receipient to whitelist vour IP address (or hawve his ISP to do za).

If in doubt, if the lists are alife and the chedks are woking, vou may check for the test IP address 127.0.0.2, which should trigger most lists as a standard test record

En este ejemplo podemos ver que la ip si estd reportada en una de las listas negras: Listed in pbl.spamhaus.org (es el mas
comun).


http://sinfin.net.mx/ip/
http://www.kloth.net/services/dnsbl.php

Qué debe hacer? Pulsar en ese link para que lo redirija a ese sitio:

Pulsar donde dice: Blocklist Removal Center, se mostrara la pantalla:

S pAMHAUs @ THE SPAMHAUS PROJECT

Home SBL XBL PBL DBL DROP ROKSO WHITELIST

Blocklist Removal Centar About Spamhaus | FAQs | Mews Blog

Advisory

Blocklist Help The Policy Block List DNSBL Usage Terms

Use of Spamhaus's free
public DNSBL service is

and resolve listings go to delivering unauthenticated SMTP email to any Internet mail server except those provided for restricted +o low-volume
» Blocklist Removal Center specifically by an IZP for that customer's use. The PBL helps networks enforce their

. non-commercial users
Acceptable Use Policy for dyvnamic and non-MTA custorner IP ranges,

Blocked? Ta check, get info The Sparnhaus PBEL is a DNSEL database of end-user IP address ranges which should not be

only. To make sure you

Associated Documents qualify for free use,
PBL IF address ranges are added and maintained by each network participating in the PBEL

project, working in conjunction with the Spamhbaus PEL team, to help apply their outbound

email policies. DMSBL usage terms

please see the terms:
* PBL FAQS

* PBL FAQSs (Japanese)
» DNSBL Usage Terms
* How Blocklists work

* The ZEN Blocklist

» Datafeed Service

additional 1P address ranges are added and rmaintained by the Spamhaus PBL Team,
particularly for netwarks which are not participating thermselves (either because the [SP/black
owner does not know sbout, is proving difficult to contact, or because of language difficulties),
and where spam received from those ranges, rDNS and server patterns are consistent with
end-user IP space which typically contain high concentrations of "botnet zombies", a major
U7 EYEEDE G20 source of spam, Cnce aware of them, the 15P/block owner can take over such records at any

Private PBL Actount Area time ta manage them further,

for 15Ps and Metwork

AmiRlsE S The PBL lists both dynamic and static IFs, any IP which by policy {whether the block owner's

ar -interirn in its absence- Spamhaus’ policy) should not be sending email directly to the M

Se mostrarad la siguiente pantalla y debera ingresar la ip en el primer recuadro, pulsar Lookup.

SPAMHAUS @ THE SPANMHAUS FROJECT

Home SBL XBL PBL DBL DROP ROKSO WHITELIST

Blocklist Rernoval Center About Spamhaus | FAQ:s | Mews Blag bl

Blocklist Removal Center

IP Address Lookup P Addre.ss Lo.nkup Tonl. This lookup tool checks to see if the IP Address vou enter is
currently listed in the live Spamhbaus 1P blocklists: SBL, ®BL and PBL.

This Laokup toal is enly for » How Blocklists Wark
IP Addresses Enter an IP Address [ Lookup ] = What is an "IP Address"?
dornains or emnall addresses.

If vou do not know what an

Associated Documents

IF address is, or what IF to o .
If your IP address is listed on one of our IP blocklists; SBL, XBL ar PBL {collectively known as

the 'Zen’ blocklist), this lookup tool will tell you which one and will give you a link to

look up, please contact your
Internet Service Provider

and ask them to help you information on what to do.

Domain Lookup Tool. This lookup tool checks to see if the Domain you enter is currently
listed in the live Spamhaus Domain Blocklist (DBL).

Domain Lookup

This Laokup taol is only for
Domains (not IP Addresses), Enter 2 Domain Mame | Lookup |

The DBEL only lists domains

currently involved in spam,

therefore it is extremely

unlikely that normal dermains If your Dornain is listed on the Spamhbaus Darnain Blocklist (DBL), this Lookup taol will give
will be on the DBL. you a link to infarrmation on what ta do.



Siguiente pantalla:

S pAM HAus @ THE AUS FROJECT

Home SBL XBL PBL DBL DROP ROKSO WHITELIST

Blocklist Rernoual Canter About Spamhaus | FAQs | Mews Blog bl

Blocklist Removal Center

Blocklist Documents Blocklist Lookup Results This lookup tool is for
manual {non-autormated)

» SBL FAQs lookups only, Any perceived

> MBL FAQs 167.232.97.68 is not listed in the SBL use of automated tools to

» PBL FAGS access this web lookup

» DBEL FAQS 187.232.97.68 is listed in the PBL, in the following records: system will result in

> B firewalling ar other

+« PBLIS35236
> countermeasures.

187.232.97.68 is not listed in the XBL

» Mot Listed. If the IP address or domain » Listed. If the IP address or domain you

vou are checking does not show as listed in are checking is listed in any of our blocklists

the results above, then it is not currently in abaove, this page will tell you which oneis)

any Spamhaus blocklist, If you are getting and will give you a link to the exact record.

email reject messages which say it is listed Fallaw the link, The linked page will explain

by a Sparnhaus blacklist, then see this FAQ why the address is listed and what to do to

for a possible salution, have it remaoved.,

Aparece la ip en rojo e inmediatamente abajo un link que dice: PBL....... Pulsar ese link para ir a la siguiente pantalla:
lelp Ref: PBL1535236 Associated Documents

I don't understand 187.232.0.0/15 is listed on the Policy Block List (PBL) wrygrrE—

what to do about this? * PBL FAQ:
* How Blocklizts work

Outbound Email Policy of The Spamhaus Project for this IP range:

Thiz IF address range has been identified by Sparmhaus as not meeting our policy for
IP addresses perrnitted to deliver unauthenticated 'direct-to-rmx' ermail to PEL users,

Important: If you are using any normal ernail software (such as Qutlook, Entourage,
Thunderbird, Apple Mail, etc.) and you are being blacked by this Spamhbaus PEL listing
when you try to send email, the reaszon iz simply that you need to turm on "SMTP
Authentication" in your email program settings, For help with SMTP Authentication or
ways to quickly fix this problem click here,

See also: httpu/fwww. spamhaus.orgffag/answers.lasso?sedion=5pamhaus % 20PEL

Removal Procedure

If vou are not using normal email software but instead are running a mail server and

vou are the owner of a Static IP address in the range 187.232.0.0/15 and you have a
legitimate reason for operating a mail server on this IP, you can autormatically remove
[suppress) your static IP address from the PBEL databaze,

ERemoue an IP from PBL]

About The PBL

The Sparmhbaus Policy Block List ("PEL") iz an international anti-sparm systern
rmaintained by The Spamhaus Project in conjunckion with Internet Service Providers and
iz used by Internet networks to enforce inbound email palicies, The PEL databasze lists
end-user IP address ranges which should not be delivering unauthenticated email to
any mail server except those provided faor specifically for that custormer's use, The PEL
listz only IP addreszes (not domains or ernail addresses),

Pulsar el botén Remove an IP from PBL, y pasamos a la siguiente pantalla:



I : :’ ! Advisory

PEL Self-Service IP Remowval

Automatic removal mechanism for single Static IP addresses

Cryramic bt which has been recent ed 25 Siat

Belore removing an IF address from the FBL database you must understand this:

Q THEPBLISNOT

ABl
15 end b

rtoursge, Thundertird, Anpie Maid, and wou are beng biocked by a Spambes
¥OU NEED TO TURN ON “SMTP BUTHENTICATEON' 1 your ema
kT

If you have understood this page, click below to begin
the removal process:

1 I have read and I have understood this page
Remowe IP Address...

Pulsar en el recuadro blanco para aceptar que se ha leido y comprendido e inmediatamente pulsar el boton Remove IP
Address para ir al siguiente paso:

2] Advisory

Removal Process Policy Block List IP Removal Form
Information Required

tep 1:
est Removal IP Address to rermove 187,232 97 6
2;
Fequest our Ermail Address sucuentadecorreo@sudorminio

Use your real address at your own dormain, Do not use a free email

Flease complete all fizlds, addresz (no gmail /hotmail /yahoo fetc.). See why,
This infarmation is kept

confidential, See Privacy

X Thizs IP is in Country |MB){iCD - |
Palicy
Thiz 1P Addra=s is Cynamic « |
Thiz IF Belongs to |A Personal Computer ¥ |

Murnberz Picture

Enter the Mumbers shown 9459663

[If you cannot see the numbers picture abaove, make sure your web
browser accepts cookies frorm www. sparmhbauz.org)

Submit

Mext step: To verify thiz request, a confirmation ermail will be sent to the email addrezs vou entered above, The
amail will contain a token (S-digit code) which you rmust enter at Step 2 (Werify Request) to de-list this IP address.

Without this code your request cannot be processed,

Debe ingresar los datos que solicitan en cada recuadro: su ip; su cuenta de correo de su dominio, elegir el pais (México), dejar
Dynamic y A personal Computer, capturar los numeros del capché y pulsar submit para el siguiente paso (en caso de que no le
lleve a la siguiente pantalla, es porque alguno de los datos que se ingresaron no es correcto).

Si los datos son correctos le llevara a la siguiente pantalla:



-] M Advisory

Removal Process Verify Your Removal Request

» Step 1: . . ) )
An ermail message has been sent to the email address you entered in Step 1. The ermail

Request Rermoval

. Step 2: ressage contains a unigue S-digit code which you riust anter here to complete this IP

Verify Re;quest rernoval process, If vou do not enter the correct code this IP rermowal process can not
cornplate,

Pleaze ar your S-digit code

This infarmation is kept pr—
N ) | Finigh |
confidential. See Privacy =1

Policy

Por ultimo, en el recuadro debera ingresar el cddigo de 5 digitos que le llegara a la cuenta de correo que ingresé en el paso
anterior y pulsar Finish.

Se mostrara un mensaje indicando que en 30 minutos estara funcionando de forma normal.



